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e Whenever technicallyfeasible, temporaryor initial passerds il be set to automatically egire ina
sytem after first initial use

e Individuals Wl change the temporaryor initial passard immediatelyupon first logon to the
sytem .

Thereafter, each individual is responsible for selecting and protecting passards that provide securityfor
the Department information theyaccessThe follomg passard ~ minimum requirements must be met:

e All individuals are responsible for their owpasserd security
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e All passard recovenyand reset mechanisms, including manual passerd resets, must verifythe
users identity

e Automated passard recoveryprocesses must require some form of personal identification in
addition to a personallychosen hint or question and anser. All ansers must be stored in hashed
format.

e Passard reset notifications must alay be emailed onlyto the end user needing the passard
reset, and no one else. The email must include contact information so that the user can notifythe
Department immediatelyif theydid not request a passrd reset.

e Initial or reset passards issued bysytem administrators must be valid onlyfor the first log on.
Users must create unique passards at the first log on.

6.0 Device and File Password Requirements

Encrgted devices (e.g. USB flash/thumb driveg and files are IT resources that maye used byindividuals,
and these alsohave passards that must also be protected. The encrgtion is onlyas strong as the passard
used. The followg requirements must be implemented to safeguard encrgted Departmentinformation.

e Device and file passerds must onlybe shared vth the required individuals  on a heed -teknoiv
basis.

e Anyindividual that suspects that a device or file passard has been compromised must report this
information securityincident to the Idrmation SecurityOffice immediately

e Department passard strength requirements must be folloed, even if the device or file encrgtion
softare does not require them.

e When transmitting an encrgted device or file, the passard must be delivered separatelyfrom the
device or file (e.g. phone call).

e Whenever feasible, device and file passards must also be changed at least everyl80 day.

e Device passards should never be vtten dowon the device or accompanythe device

7.0 Technical Access Controls

Wherever technicallyfeasible, technical access controls il be enabled on Department IT resources to
ensure thatthe passard minimum requirements statedabove are enforced (e.g. Microsoft Active Directory
Passard Complextyrules il be enabled) . Wherever not technicallyfeasible, equivalent controls must be
established through other methods or procedures. For instance, a sytem administrator can use softare
tools periodicallyto detect ®ak passards and require users vth such to change them.

Department IT resources mayalso incorporate multifactor authentication access controls in order to
enhance the securityof highlysensitive Department information.

8.0 Password Reset Assistance
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This policy shall take effect upon publication. The Information SecurityOffic€lSO) shall revievihe
policyat least every tavgar s to ensure relevancy To accomplish this assessment, ISOmayissue requests
for information fromother programoffice departmentsThe information garnered Wl be used to develop
anyreporting requirem
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mailto:infosec@nysed.gov

3/12/2019 Updated 1SO Office and phone number, updated information in Marloe/Cochran, Chief Information
Section 1 3,and 7 SecurityOfficer
11/20/2019 Revieed,
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