
 
 

 
 

   
   

    
  

    
  

  
  

    
 

  
 

  
    

  
 

 
   

  
 

 
     

  
 

  
     

   

 
  

 
  

  

   
  

    
  

 
 

 
  

  

Attachment S 
PARENTS’ BILL OF RIGHTS 

FOR DATA PRIVACY AND SECURITY 

http://www2.ed.gov/policy/gen/guid/fpco/ferpa/lea-officials.html
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/lea-officials.html


 
  

   
   

  
    
  

 

    
  

  
  

 
    

 
 

   

     
 

   
  

  
  

       
      

 

   
   

 

  

       
  

  
 

    
   
   
  

   

 
 
 
 

officials within the school or school district with legitimate educational interests; (ii) officials of 
another school for purposes of enrollment or transfer; (iii) third party contractors providing services 
to, or performing functions for an educational agency; (iv) authorized representatives of the U. S. 
Comptroller General, the U. S. Attorney General, the U.S. Secretary of Education, or State and local 
educational authorities, such as NYSED; (iv)  (v) organizations conducting studies for or on behalf of 
educational agencies) and (vi) the public where the school or school district has designated certain 
student data as “directory information” (described below).  The attached FERPA Model Notification 
of Rights more fully describes the exceptions to the consent requirement under FERPA).  

4. Where a school or school district has a policy of releasing “directory information” from student 
records, the parent has a right to refuse to let the school or school district designate any all of such 
information as directory information.  Directory information, as defined in federal regulations, 
includes: the student’s name, address, telephone number, email address, photograph, date and place of 
birth, major field of study, grade level, enrollment status, dates of attendance, participation in officially 
recognized activities and sports, weight and height of members of athletic teams, degrees, honors and 
awards received and the most recent educational agency or institution attended.  Where disclosure 
without consent is otherwise authorized under FERPA, however, a parent’s refusal to permit disclosure 
of directory information does not prevent disclosure pursuant to such separate authorization.  

5. The right to file a complaint with the U.S. Department of Education concerning alleged failures by 
the School to comply with the requirements of FERPA.   

B. What are parents’ rights under the Personal Privacy Protection Law (PPPL), Article 6-A of the Public 
Officers Law relating to records held by State agencies? 

The PPPL (Public Officers Law §§91-99) applies to all records of State agencies and is not specific to student 
records or to parents.  It does not apply to school districts or other local educational agencies.  It imposes 
duties on State agencies to have procedures in place to protect from disclosure of “personal information,” 
defined as information which because of a name, number, symbol, mark or other identifier, can be used to 
identify a “data subject” (in this case the student or the student’s parent).  Like FERPA, the PPPL confers a 
right on the data subject (student or the student’s parent) to access to State agency records relating to them 
and requires State agencies to have procedures for correction or amendment of records. 

A more detailed description of the PPPL is available from the Committee on Open Government of the New 

http://www.dos.ny.gov/coog/shldno1.html
http://www.dos.ny.gov/coog/shldno1.html
mailto:coog@dos.ny.gov
mailto:coog@dos.ny.gov




http://www.p12.nysed.gov/irs/sirs/documentation/Ⱥ��PornstudentData.xlsx
http://www.p12.nysed.gov/irs/sirs/documentation/Ⱥ��PornstudentData.xlsx
mailto:CPO@nysed.gov


 
 

  
  

   
  

  
 

  
  

 
  

 
 

  
 

  
  

 
 
    

  
 

   
 

 
   

 
 

  
  

 
    

 
 

 
  

 

  
 

 



 
    

 
 

 
  

  
  

 
 

    
 

  
  

 
  

 
  

  
   
     

 
   

 
 

  
   

  
 

 
 

  
 

   
   

   
  
  

    
      
     
   

  

Services of a third party contractor covered under Education Law §2-d include, but not limited to, data 
management or storage services, conducting studies for or on behalf of the educational agency, or audit 
or evaluation of publicly funded programs.  

When an educational agency enters into a contract with a third party contractor, under which the third 
party contractor will receive student data, the contract or agreement must include a data security and 
privacy plan that outlines how all state, federal, and local data security and privacy contract requirements 
will be implemented over the life of the contract, consistent with the educational agency's policy on data 
security and privacy.  However, the standards for an educational agency’s policy on data security and 
privacy must be prescribed in Regulations of the Commissioner that have not yet been promulgated. A 
signed copy of the Parents’ Bill of Rights must be included, as well as a requirement that any officers or 
employees of the third party contractor and its assignees who have access to student data or teacher or 
principal data have received or will receive training on the federal and state law governing confidentiality 
of such data prior to receiving access. 
Each third party contractor that enters into a contract or other written agreement with an educational 

agency under which the third party contractor will receive student data or teacher or principal data shall: 
o 







  
    

 

 

 

  
  

    

 
  

  
 

    
 

    

 
  

 

   
  

   

  
 

  
 

 

 
  

 
   

   

  
  

 

 

 

 

 

4. The right to file a complaint with the U.S. Department of Education concerning alleged failures by 
the [School] to comply with the requirements of FERPA.  The name and address of the Office that 
administers FERPA are: 

Family Policy Compliance Office 
U.S. Department of Education 
400 Maryland Avenue, SW 
Washington, DC  20202 

[NOTE: In addition, a school may want to include its directory information public notice, as required by §99.37 
of the regulations, with its annual notification of rights under FERPA.] 

[Optional] See the list below of the disclosures that elementary and secondary schools may make without 
consent. 

FERPA permits the disclosure of PII from students’ education records, without consent of the parent or eligible 
student, if the disclosure meets certain conditions found in §99.31 of the FERPA regulations.  Except for 
disclosures to school officials, disclosures related to some judicial orders or lawfully issued subpoenas, 
disclosures of directory information, and disclosures to the parent or eligible student, §99.32 of the FERPA 
regulations requires the school to record the disclosure.  Parents and eligible students have a right to inspect and 
review the record of disclosures.  A school may disclose PII from the education records of a student without 
obtaining prior written consent of the parents or the eligible student – 

• To other school officials, including teachers, within the educational agency or institution whom the 
school has determined to have legitimate educational interests.  This includes contractors, 
consultants, volunteers, or other parties to whom the school has outsourced institutional services or 
functions, provided that the conditions listed in §99.31(a)(1)(i)(B)(1) - (a)(1)(i)(B)(2) are met. 
(§99.31(a)(1)) 

• To officials of another school, school system, or institution of postsecondary education where the 
student seeks or intends to enroll, or where the student is already enrolled if the disclosure is for 
purposes related to the student’s enrollment or transfer, subject to the requirements of §99.34.  
(§99.31(a)(2)) 

• To authorized representatives of the U. S. Comptroller General, the U. S. Attorney General, the U.S. 
Secretary of Education, or State and local educational authorities, such as the State educational 
agency in the parent or eligible student’s State (SEA).  Disclosures under this provision may be 
made, subject to the requirements of §99.35, in connection with an audit or evaluation of Federal- or 
State-supported education programs, or for the enforcement of or compliance with Federal legal 







Pre-ETS for Students with Disabilities 

4. Specify the expiration date of the Contract, and explain what \Vil! 


